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PingDirectory, powered by the UnboundID Data Store, is a fast, scalable directory used to store identity and rich
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profile data. Enterprises use it to securely store and manage sensitive customer, partner and employee data, l: EATU R ES

including credentials, profiles, preferences and privacy choices. PingDirectory allows enterprises to:

. Expose unified profiles to all channels and devices.
. Manage millions of identities and billions of attributes.
Avoid costly outages.
Speed time to market with developer-friendly REST APlIs.
. Reduce hardware footprint and TCO.

. Meet stringent data security requirements.

PingDirectory also includes a built-in LDAPv3-compliant proxy server designed to allow full control over load
distribution. Out-of-the-box load balancing, rate limiting and transformations ensure that performance and

availability SLAs are met or exceeded.
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DATA SHEET

Supports LDAPv3 and SCIM 1.1 standards
Encrypt identity data at rest, in use and in motion
Developer-friendly REST APIs

Store structured and unstructured data

Deploy on-premises or in the cloud

Native horizontal scalability

Advanced data placement and sharding options
Obfuscate or restrict access to sensitive Pl

Complete operational visibility
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CAPABILITIES & BENEFITS

SIMPLIFY OPERATIONS & LOWER TCO

. See how infrastructure is handling SLAs with a topology management console.

END-TO-END SECURITY

. Notify administrators of privileged account activity.

. . . + Get let tional visibility th h native dashboards or APIs.
+  Support best practices for separation of duties. et compiete operational viSIbIity through hative dashboards or AFls

. Securely hash passwords with newer algorithms like PBKDF2, Scrypt and Berypt. ' Enable automated configuration and self-tuning.

. . Reduce hardware footprint by up to 80%.
. Store tamper-proof logs that are customizable to any system event.

. . . - . Migrate and consolidate legacy directory silos to reduce operating costs.
. Integrate with third-party security monitoring tools.

. Reduce costs by running in the cloud or virtualized environments.

ADAPTABILITY & VERSATILITY

. Store rich profiles including credentials, preferences and privacy choices.
. Store structured and unstructured data.

. Deploy on-premises or in the cloud.

. Utilize developer-friendly SCIM/REST APIs
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. Deliver high performance with extremely low transaction latency. R —
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. Run instances in production for years on end with zero downtime.

. Meet or exceed even the most demanding SLAs.

. Store millions of identities and billions of attributes.
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. Access a unified view of data partitioned across data stores.

. Keep processing time outliers to a minimum.

N

@il DATA SHEET PingDirectory

Ping Identity is the leader in Identity Defined Security for the borderless enterprise, allowing employees, customers and partners access to the applications they need. Protecting over one billion identities worldwide, the company ensures the right people
access the right things, securely and seamlessly. More than half of the Fortune 100, including Boeing, Cisco, Disney, GE, Kraft Foods, TIAA-CREF and Walgreens, trust Ping Identity to solve modern enterprise security challenges created by their use of cloud,

°
PI ng mobile, APIs and IoT. Visit pingidentity.com.
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